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Revision Sheet

Number Revision Revision Section Revision Notes
Number Date Number
Refer to Management System Certification
1. 04 05-01-2016 All Procedure (Adjusting standard ISO/IEC
17021 Part 1 — 2015)
5 05 20-06-2016 5 Update new standard ISO/IEC 27006:2015
6.3, 6.4,6.12 Completed the sentences
3. 06 09-08-2021 Change format documents
3 Remove parts of definition
4 Revise responsibilities
5 Update standar used
6.3 Add sentences “The results of stage 1...”
6.7.2 Add serltences “The certificate may refer-
ence....
7 Update the number of applicable documents
4 07 16-01-2022 | 5 2/I7e(;8\1/|:32|0n21§njad| standar ISO/IEC
6.7.2 Merevisi menjadi standar ISO/IEC

27001:2022
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1. Purpose
Procedure PS-TNI-001 describes the roles, responsibilities and processes in a certification body by 1ISO 17021-1 and I1SO 27006 involved in the certification of
information security management systems (ISMS).
2. Scope
This procedure applies to PT. TUV NORD Indonesia and its auditors.
3. Definitions

Audit Stage 1:

On-site or off-site assessment of the readiness for certification of a company’s information security management system and planning of audit stage 2. This in-
cludes the review of information security management system documentation.

An on-site assessment may not be needed as an exception .

Audit Stage 2:
On-site assessment of establishment, implementation and effectiveness of a information security management system with respect to the issue of a certificate.

Completion of audit:

Last day of audit stage 2, typically the day of the final closing meeting.

Surveillance Audit:

Periodical (yearly, optionally half-yearly), post-certification on-site audit of information security management system implementation and effectiveness in repre-
sentative areas and functions covered by the scope of the information security management system of the organization at defined intervals with respect to the
maintenance of a certificate.

Re-Certification Audit:

Review of overall information security management system implementation and effectiveness in the organization with respect to new issue of the certificate.

Extension Audit:
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Evaluation of information security management system implementation and effectiveness in additional or changed areas or sites of the scope, or after removal
of parts of the scope with respect to changes of the scope of a certificate.

Short-notice Audit:

Audits of certified clients at short notice to investigate complaints, or in response to changes, or as follow up on suspended clients.

Nonconformity:
Non-fulfilment with respect to the certification requirements.
a) The effectiveness of correction and corrective actions, for all nonconformities that represent
o a failure to fulfil one or more requirements of the information security management system standard, or
e a situation that raises significant doubt about the ability of the management system to achieve its intended outputs.
have to be reviewed, accepted and verified prior to the release of the audit file.

b) For any other nonconformities the auditor reviews and accepts the client’s planned corrections and corrective actions prior to the release of the audit pro-
cedure; the verification is performed in the following scheduled audit (e.g. surveillance).

The verification may be satisfied by presenting personalized evidence or on a follow-up visit.

Follow-up Audit:

On-site assessment of the implementation and effectiveness of corrections and corrective actions for nonconformities issued during the audit.

Evaluation of documentary evidence:

Off-site assessment of the implementation and effectiveness of corrections and corrective actions for nonconformities issued during the audit.
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Correction:

Action to eliminate a detected nonconformity.

Corrective Action:

Action to eliminate the cause of a detected nonconformity.

4. Responsibilities

4.1 Head of Certification Body is responsible to supervise and approve the certification activities

4.2 Operation Manager SCS is responsible to manage and supervise the certification activities

5. Reference

a) MI-TNI-01

b) ISO/IEC 17021 Part 1 : 2015, Conformity assessment — Requirements for bodies providing audit and certification of management system

¢) KAN K-07.04 Persyaratan Tambahan Akreditasi Lembaga Sertifikasi SMKI

d) ISO/IEC 27006:2015, Information Technology — Security Techniques — Requirements for Bodies Providing Audit and Certification of Information Security

Management Systems

e) ISO/IEC 27006:2015/AMD 1: 2020, Information Technology — Security Techniques — Requirements for Bodies Providing Audit and Certification of

Information Security Management Systems — Amandement 1

f)  1AF MD-1:2018 (issue 22) : IAF Mandatory Documents for the Audit and Certification of a Management System Operated by a Multi-Site Organization
g) |AF MD 11:2013 IAF Mandatory Document for Application of ISO/IEC 17021 for Audits of Integrated Management Systems (IMS)
h) ISO/IEC 27001:2022, Information Security, Cybersecurity and Privacy Protection — Information Security Management Systems — Requirements
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6. Procedure
The process is initiated when an applicant makes an inquiry or an order received through sales activities. The applicant is informed of the basic certification pro-
cess

6.1 Customer Inquiry / Drafting of Offer
Refer to Management System Certification Procedure PMLF-TNI-02
The questionnaire shall be completed by the applicant to define the ISMS scopes against all applicable certification requirements. PT. TUV NORD Indonesia
conduct a review of the questionnaire and supplementary information for certification before proceeding with the audit. Based on this review, PT. TUV NORD
Indonesia takes in account the clients ISMS complexity and make the selection of the audit team regarding to clients specific needs (sector specific; diversity of
technology, skills and experience of auditors) for the certification decision.

6.2 Audit Preparation
Refer to Management System Certification Procedure PMLF-TNI-02
The necessary knowledge and skills of the audit team leader and auditors may be supplemented by technical experts, translators and interpreters who shall
operate under the direction of an auditor. Where translators or interpreters are used, they are to be selected such that they do not unduly influence the audit.
Auditors-in-training may be included in the audit team as participants, provided an auditor is appointed as an evaluator. The evaluator shall be competent to take
over the duties and have final responsibility for the activities and findings of the auditor-in-training.

6.3  Audit Stage 1

Refer to Management System Certification Procedure PMLF-TNI-02

The result of document review using form Review of Document (FS-TNI-007) and the audit report of stage 1 using form Certification Report Stage 1 (FS-
TNI-008)
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Audit stage 1 is to provide a focus for planning the stage 2 audit by gaining an understanding of the ISMS in the context of the client organization's ISMS policy
and objectives, and, in particular, of the client organization's state of preparedness for the audit. The client organization’s has been operated through at least
one management review and one internal ISMS audit covering the scope of certification.

The audit team shall audit the ISMS of the client covered by the defined scope and ensure that the client’s information security risk assessment and risk
treatment properly reflects its activities and extends to the boundaries of its activities as defined in the scope of certification. The confirmation is needed to
reflect the client’s scope of their ISMS and Statement of Applicability.

Audit stage 1 should not be restricted to the document review. The lead auditor shall agree with the client organization when and where the document review is
conducted. In every case, the document review shall be completed prior to the commencement of the stage 2 audit

The following documents shall be available for the stage 1 audit:
a) Documented statements of the ISMS policy and objectives;
b) The scope of the ISMS;

¢) Procedures and controls in support of the ISMS;

d) A description of the risk assessment methodology;

e) The information security risk assessment process;

f)  The information security risk treatment process;

g) Documented procedures needed by the organization to ensure the effective planning, operation and control of its information security processes and
describe how to measure the effectiveness of controls;

h) Records required by this International Standard and

i)  The Statement of Applicability

The results of stage 1 shall be documented in a written report. The stage 1 audit report will be reviewed before deciding on proceeding with stage 2 and shall con-
firm if the stage 2 audit team members have the necessary competence; this may be done by the auditor leading the team that conducted the stage 1 audit if
deemed competent and appropriate.
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6.4 Audit planning
Refer to Management System Certification Procedure PMLF-TNI-02
The audit plan for ISMS audits take the determined information security controls into account.
The use of network-assisted (e.g. teleconferencing, web meeting, interactive web-based communications and remote electronic access to the ISMS
documentation and/or ISMS processes) as auditing techniques shall be taken into consideration in the audit plan (e.g. video conferences) that will be utilized
during the audit, as appropriate. The audit objectives include the determination of the effectiveness of the management system to ensure that the client, based
on the risk assessment, has implemented applicable controls and achieved the established information security objectives.

6.5 Audit Stage 2

6.5.1 General

Refer to Management System Certification Procedure PMLF-TNI-02

The audit team has to ensure that the client demontrate the internal ISMS audit are scheduled and the programme and procedure are operational and can be
shown to be operational.

The audit shall focus on the client organization's
a) Assessment of information security related risks, and that the assessments produce comparable and reproducible results;

b) ISMS documentation
1) Documented statements of the ISMS policy and objectives;
2) The scope of the ISMS;
3) Procedures and controls in support of the ISMS;
4) A description of the risk assessment methodology;
5) The risk assessment report;
6) The risk treatment plan;
7) Documented procedures needed by the organization to ensure the effective planning, operation and
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6.5.2

<)
d)

e)
f)
9)

h)

8) Control of its information security processes and describe how to measure the effectiveness of controls;
9) Records required by this International Standard and
10) The Statement of Applicability.

Selection of control objectives and controls based on the risk assessment and risk treatment processes;

Reviews of the effectiveness of the ISMS and measurements of the effectiveness of the information security controls, reporting and reviewing against the
ISMS objectives;

Internal ISMS audits and management reviews;
Management responsibility for the information security policy;

Correspondence between the selected and implemented controls, the Statement of Applicability, and the results of the risk assessment and risk treatment
process, and the ISMS policy and objectives;

Implementation of controls, taking into account the organization's measurements of effectiveness of controls [see d) above], to determine whether controls
are implemented and effective to achieve the stated objectives;

Programmes, processes, procedures, records, internal audits, and reviews of the ISMS effectiveness to ensure that these are traceable to management
decisions and the ISMS policy and objectives.

Specific elements of the ISMS audit

Specific elements of the ISMS audit are maintaining procedures for the identification, examination and evaluation of information security related threats to
assets, vulnerabilities and impacts on the client organization. The audit team shall

a)

b)

Require the client organization to demonstrate that the analysis of security related threats is relevant and adequate for the operation of the client
organization;

NOTE The client organization is responsible for defining criteria by which information security related risks of the client organization are identified as
significant, and to develop procedure(s) for doing this.

Establish whether the client organization’s procedures for the identification, examination and evaluation of information security related threats to assets,
vulnerabilities and impacts and the results of their application are consistent with the client organization’s policy, objectives and targets.

The audit team shall also establish whether the procedures employed in analysis of significance are sound and properly implemented. If an information security
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6.5.3

6.5.4

6.5.5

related threat to assets, a vulnerability, or an impact on the client organization is identified as being significant, it shall be managed within the ISMS.

Legal and Regulatory Compliance

The maintenance and evaluation of legal and regulatory compliance is the responsibility of the client organization. The team audit shall restrict itself to checks
and samples in order to establish confidence that the ISMS functions in this regard. The The team audit shall verify that the client organization has a

management system to achieve legal and regulatory compliance applicable to the information security risks and impacts.

Integration of ISMS documentation with that for other management systems

The client organization can combine the documentation for ISMS and other management systems (such as quality, health and safety, and environment) as long
as the ISMS can be clearly identified together with the appropriate interfaces to the other systems

Combining management system audits

The ISMS audit can be combined with audits of other management systems. This combination is possible provided it can be demonstrated that the audit
satisfies all requirements for certification of the ISMS. All the elements important to an ISMS shall appear clearly, and be readily identifiable, in the audit reports.
The quality of the audit shall not be adversely affected by the combination of the audits.

6.6 Audit Findings
Refer to Management System Certification Procedure PMLF-TNI-02
The audit report is prepared based on the audit findings. The audit report of stage 2 using form Audit Report (FS-TNI-009). Nonconformities and opportunities
for improvement are documented in the audit report. Nonconformities are written in Nonconformities Report (FMLF-TNI-002).

6.7  Certificate Issue and Surveillance

6.7.1 Certificate Issue

Refer to Procedure PMLF-TNI-02 Management System Certification
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A review of the certification file could be by veto person to assist Head of Certification Body make a certification decision. Veto person is competence personnel
but different personnels from those who carried out the audits.

If Head of Certification Body as Lead Auditor or Auditor, Head of Certification Body must appointed competence personnel to make the certification decision.
If the review is positive, the Head of Certification Body Release the Certification File.

6.7.2

Certificates

Refer to Procedure PMLF-TNI-02 Management System Certification

For the client organization and each of its information systems covered by the certification, these certificate shall identify the scope of the certification granted
and the ISMS standard ISO/IEC 27001 to which the ISMS is certified. In addition, the certificate shall include a reference to the specific version of the Statement
of Applicability. A change to the Statement of Applicability which does not change the coverage of the controls of the scope of certification need not require an
update of the certificate.

One single certificate shall be issued with the name and address of the central office of the organization. A list of all the sites to which the certificate relates shall
be issued, either on the certificate itself or in an appendix.

The certificate may reference national and international standards as source(s) of control set for controls that are determined as necessary in the organization's
Statement of Applicability in accordance with ISO/IEC 27001:2022, 6.1.3 d). The reference on the certificate shall be clearly stated as being only a control set
source for controls applied in the Statement of Applicability and not a certification thereof.

6.7.3

Surveillance Audit

Refer to Procedure PMLF-TNI-02 Management System Certification

At least the following points must be taken into consideration during a surveillance audit:

a) The system maintenance elements which are internal ISMS audit, management review and preventive and corrective action;
b) Communications from external parties as required by the ISMS standard ISO/IEC 27001 and other documents required for certification;

c) Changes to the documented system;
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d) Areas subject to change;
e) Selected elements of ISO/IEC 27001,

f)  Other selected areas as appropriate.

As a minimum, surveillance shall review the following:

a) The effectiveness of the ISMS with regard to achieving the objectives of the client organization's information security policy;

b) The functioning of procedures for the periodic evaluation and review of compliance with relevant information security legislation and regulations;
c) Action taken on nonconformities identified during the last audit.

The following issues shall be covered the points required for surveillance:

a) Adapt its surveillance programme to the information security issues related threats to assets, vulnerabilities and impacts on to the client organization and
justify this programme.

b) The surveillance programme and specific dates for visits may be agreed with the certified client organization.

c) Surveillance audits may be combined with audits of other management systems. The reporting shall clearly indicate the aspects relevant to each
management system.

d) Supervise the appropriate use of the certificate

During surveillance audits, the records of appeals and complaints , where any nonconformity or failure to meet the requirements of certification is revealed, that
the client organization has investigated its own ISMS and procedures and taken appropriate corrective action.

6.8

Suspend and withdrawn of Certificate

Refer to Procedure PMLF-TNI-02 Management System Certification
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6.9 Re-Certification audit
Refer to Procedure PMLF-TNI-02 Management System Certification
The time allowed to implement corrective action shall be consistent with the severity of the nonconformity and the associated information security risk.
6.10 Expanding / Reduction audit
Refer to Procedure PMLF-TNI-02 Management System Certification
6.11 Transfer of certificates from other Certification Bodies
Refer to Procedure PMLF-TNI-02 Management System Certification
6.12 Multiple sites

Client has a number of sites meeting the criteria from a) to c) below, PT. TUV NORD Indonesia may consider using a sample-based approach to multiple-site
certification audit:

a) all sites are operating under the same ISMS, which is centrally administered and audited and subject to central management review;
b) all sites are included within the client organization’s internal ISMS audit programme;
c¢) all sites are included within the client organisation’s ISMS management review programme.

PT. TUV NORD Indonesia wishing to use a sample-based approach to ensure the following below:

a) The initial contract review identifies, to the greatest extent possible, the difference between sites such that an adequate level of sampling is determined.

b) A representative number of sites have been sampled by the certification body, taking into account
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1) the results of internal audits of head office and the sites,

2) the results of management review,

3) variations in the size of the sites,

4) variations in the business purpose of the sites,

5) complexity of the ISMS,

6) complexity of the information systems at the different sites,
7) variations in working practices,

8) variations in activities undertaken,

9) potential interaction with critical information systems or information systems processing sensitive information,
10) any differing legal requirements

11) geographical and cultural aspects;

12) risk situation of the sites;

13) information security incidents at the specific sites.

c) A representative sample is selected from all sites within the scope of the client organization’s ISMS; this selection shall be based upon judgmental choice to
reflect the factors presented in item b) above as well as a random element.

d) Every site included in the ISMS which is subject to significant risks is audited by the certification body prior to certification.

e) The audit programme has been designed in the light of the above requirements and covers representative samples of the scope of the ISMS certification
within the three years period.

In the case of a nonconformity being observed, either at the head office or at a single site, the corrective action procedure applies to the head office and all sites
covered by the certificate.
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6.13 Special Audit

6.13.1 Extension to Scope Audit

PT. TUV NORD Indonesia responses to an application for extension to the scope of a certification already granted, undertake a review of the application and
determine any audit activities necessary to decide whether or not the extension may be granted. This may be conducted in conjunction with a surveillance audit.
6.13.2 Special Cases
The activities necessary to perform special audits shall be subject to special provision if a client of certified ISMS makes major modifications to its system or if
other changes take place which could affect the basis of its certification.
6.13.3 Short-Notice Audits

Short-notoce audits necessary to conducted audits of certified clients at short notice to investigate complaints, or in response to changes, or as follow up on
suspended clients .

6.14 Audit Time

Describe on procedure PS-TNI-003

6.15 Operational Control

Certification activities for branch offices are limited only as sales department (see point 4.4).

7.  Applicable Documents

FMLF-TNI-082 and Annex 10 Questionnaire to Assist Preparation for an ISMS Certification

FMLF-TNI-074 Offer (Quotation)

FMLF-TNI-074 Annex 1A Contract for The Certification of Management System
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FS-TNI-002 A Team and Effort Approval
FMLF-TNI-007A Audit plan stage 1
FMLF-TNI-007B Audit plan stage 2
FMLF-TNI-007C List of Participant
FMLF-TNI-007D Declaration of Independences
FS-TNI-007 Review of Documents
FS-TNI-008 Certification Audit Report stage — 1
FS-TNI-009 Audit Report
FMLF-TNI-011 Release of Audit Documentation
FMLF-TNI-005 Auditor Note
FMLF-TNI-002 Non Conformity Report

Certificate Draft

Sub Order (If External audit and/or Expert are involved)




